
SELinux handsonÄÅÇ
what's this?
SELinux HandsonÉÄÅÇÑÖÜ

á àâäãâäÉåçéèêëíìåîïçñóòëíôöõç

á úùûùÉåçéèêëíìåîïçñóòëíôöõçÜü†°¢ú£ûùÑÖ

á §•¶§Éß®éèêëíìåîïçñóòëíôöõç

á §•©™´éèêëíìåîïçñóòëíôöõç(mysql†mysqld†¨)

á sudo≠™ÆØé∞±ë≤≥¥µ∞±∂¶∑(mamoru)É∏§π¶∫éªºëíôöõç

á TerminalÉΩæÑøµ¿¡Ñ$ Ñ¬√ƒ≈∆$ øªºëïç

«»
á Fedora16

á Native / Dual Boot / VPS / VM ø¢…Ñ∆ok

á VMÉ≥¥µVirtualBoxµVMWareµXenµKVM Ñ∆ok
á 32bit/64bitø¢ÀÃÑ∆ok

á Server/Desktopø¢ÀÃÑ∆ok

GOAL
á Õ¶Œ≠œÉ‒̶ò“…ƒ

á apacheÑuserdiré”‘≤’÷Æ◊ÿŸÑ⁄ƒ

á €°ïÉ‹ http://localhost/̃mamoru/

≤öëŸ⁄
á›fiŸfl‘≤Ã‡·‚„ëíôöõç

á €É∫‰ÂÊ™ÆøMac(Snow Lepard) + VirtualBox + Fedora16 Desktop(32bit)ÑÁ⁄√Ö

á ∂¶∑Ëé mamoru †ëíÈÍë√Ö

á ∂¶∑ËòÎòèÏøflfi√Ì°

isoÓÔ÷œéÒ™Ú¶∫
1. http://fedoraproject.org/ja/ òÛÙı§

2. isoÓÔ÷œéÒ™Ú¶∫

http://localhost/~mamoru/
http://fedoraproject.org/ja/


VirtualBoxéÒ™Ú¶∫
1. https://www.virtualbox.org/ òÛÙı§

2. dmgÓÔ÷œéÒ™Ú¶∫

https://www.virtualbox.org/


VirtualBoxé÷™§Æ¶œ
1. Û÷ˆ™é˜œÕ¯˘



2. mpkgÓÔ÷œé˜œÕ¯˘

3. ÷™§Æ¶œ

˙˚¸˝™̶˛
1. VirtualBoxéˇ�



2.����Û÷ˆ™

3. [˙˚¸˝™Ë†OSÕ÷˘]

á Ë�: ‡�òÜSEFedora16†ëí�⁄√Ö

á OSÕ÷˘(OS): Linux

á OSÕ÷˘(version) : Fedora
4. [Ê�©]

1.�1024MB�(1GB	
�Ê�©� ÉìÑ�)
5. [˙˚�¶∫��§Ù]

1.�����§Ù�

2.����¶∫��§ÙÉ̶˛�

3.�VDI�

4.�Dynamically allocated� (˙˚��§ÙÉ�¶Õ��é��ò�fi�íƒ)

5. ≥�: �SEFedora16�(�Ó�œÆÉ√√Ñok)µ’÷�: �20GB� (��10GBÜ���fi�í
ïÉÑµ˙˚�¶∫��§Ù̶˛≈ò��é20GB”ó��Ñøïç)

6.�create�
6.��ò̶˛ë≤˙˚¸˝™ŸÑ⁄√Ö



Fedora16÷™§Æ¶œ
1. VirtualBoxéˇ�

2.��Ñ̶˛ë≤˙˚¸˝™é!"

3.���Û÷ˆ™

4.�§Æ#¶$�Û÷ˆ™



5.��ÑCDÉ¸¶Ùé!"

6.%�ÑCD/DVD∫&÷˜É%'ÉCDÛ÷ˆ™éÙ©¯Ù

7.�˙˚CD/DVD��§ÙÓÔ÷œÉ!"�

8. Ò™Ú¶∫ë≤isoÓÔ÷œé!"

9.�ok�



10.��Ñ̶˛ë≤˙˚¸˝™é!"

11.�ˇ��Û÷ˆ™

12. POPUPë≤Ò�™∫ÒÉ(ç£)éÕ¯˘

13. enteré*Ö

14. ïò¨+≤Ã†fiflî,close



15.�Applications�-�System Tools�-�Install to Hard Drive�

16. ‰¶.¶∫Õ÷˘: �Japanese�



17. §Æ#¶$Õ÷˘: �Basic Storage Devices�

18.�¶Õ/012Ωæ: �Yes, discard any data�



19.3§ÆË: �myhost�(45äÑ6⁄ïñóò�ëíôöõç)

20. Õ÷78¶™: �Tokyo�



21. root∏§π¶∫: (45äÑ6⁄ïñóò�ëíôöõçÜ9:”óïÃ‰¶.¶∫;<=è)

22. ÷™§Æ¶œÕ÷˘: �Use All Space�



23.��§ÙÁ⁄>?12Ωæ: �Write Changes to Disk�

24. reboot



25. Ì‘¨ôÑÖŸCDÑˇ�ëíë√óÉÑµˇ�ë≤Ã@AÜ�Live System User�-�Shut Dow
n...�

26.�Shut Down�



27.��Ñ̶˛ë≤˙˚¸˝™é!"

28.���Û÷ˆ™

29.�§Æ#¶$�Û÷ˆ™



30.��ÑCDÉ¸¶Ùé!"

31.%�ÑCD/DVD∫&÷˜É%'ÉCDÛ÷ˆ™éÙ©¯Ù

32.�˙˚∫&÷˜¨Ã��§Ùé0B�

33.�ok�

34.��Ñ̶˛ë≤˙˚¸˝™é!"

35.�ˇ��Û÷ˆ™



36. ˇ�ë≤ÃCDÑíôƒÉÑEFEF†GH

37. Create User: Full Name�‡�ò�/Username�mamoru�/Password�Ièò��

38. √≤CDÑíôƒÉÑEFEF†GH

39. HardwareProfile�No. do not send.�



40.Jü¢̶˛ë≤∂¶∑é!"ëµ∏§π¶∫éªºëíÚ´÷™

apache÷™§Æ¶œ
1.�Applications�-�System Tools�-�Terminal�

2.�√Kïç(∏§π¶∫éL¨…≤Ãmamoru∂¶∑É∏§π¶∫éªº)

$ sudo setenforce Permissive
$ getenforce

á getenforceÉMNŸ�Permissive�Ñfl…Ook
3. apache÷™§Æ¶œ

$ sudo yum -y install httpd
$ sudo service httpd start

4.�̶12

á�Applications�-�Internet�-�Firefox�

á http://localhost/ òÛÙı§‹Fedora Test Page Ÿ◊ÿõ……Ook

apacheÉUserDir�
1.�Applications�-�System Tools�-�Terminal�

2. ∂¶∑P��#ÙÆ©̶˛

$ mkdir ̃/public_html
$ ls -l ̃/

á public_htmlŸflfiµJQŸdÑfl…Ook

http://localhost/


3. ∂¶∑P��#ÙÆ©RÉÛÙı§�

$ chown a+x /home/mamoru
$ ls -l /home/

á mamoruŸflfiµJQŸdrwx--x--x.Ñfl…Ook
4. ˆ™S™Té̶˛(UÕ¶Œ≠œòF&F&WarningŸ+í∆Vòëïç)

$ gedit ̃/public_html/index.html

á ‡�ò�It works!�ï¢†9ª

áWX(�File�-�Save�)ëí@A(�File�-�Quit�)
5.�ÓÔ÷œéÇY(UÕ¶Œ≠œòF&F&WarningŸ+í∆Vòëïç)

$ sudo gedit /etc/httpd/conf/httpd.conf

á 365±Z: �UserDir disabled�‹�UserDir public_html�

á 380±Z	391±ZÉ±Q#é/0

áWX(�File�-�Save�)ëí@A(�File�-�Quit�)
6. apache�é[\

$ sudo service httpd restart

7.�̶12

á�Applications�-�Internet�-�Firefox�

á http://localhost/̃mamoru/ òÛÙı§‹Jü¢̶‘≤�It works!�Ÿ◊ÿõ……Ook

Wordpress÷™§Æ¶œ
PHP÷™§Æ¶œ

1.�Applications�-�System Tools�-�Terminal�

2. PHPé÷™§Æ¶œ

$ sudo yum -y install php php-mbstring php-mysql

3. apacheò[\

$ sudo service httpd restart

4. mysqlé÷™§Æ¶œ

$ sudo yum -y install mysql-server
$ sudo service mysqld start

5. mysql�̶12

$ mysql -u root
mysql> quit

http://localhost/~mamoru/


á mysql> †+…OokÜ]ë≤Ãquit†ªºëímysqlé^�íôöõç

á quitëí∆mysqldø_`ëïç¨Ãàab

Wordpress÷™§Æ¶œ

1. http://ja.wordpress.org/ ¨ÃwordpresséÒ™Ú¶∫

á http://ja.wordpress.org/wordpress-3.3-ja.zip
2. Ò™Ú¶∫ë≤ÓÔ÷œécdëíµÑ⁄≤wordpress��#ÙÆ©é̃/public_html/òe�

1. wordpress��#ÙÆ©é%Ù©¯Ù

2.�Extract�

3. public_htmlé˜œÕ¯˘

4.�Extract�
3.�Applications�-�System Tools�-�Terminal�

4.��#ÙÆ©fg�

$ chmod a+rwx ̃/public_html/wordpress/

5. mysql�¶Õh¶§̶˛

$ mysql -u root
mysql> create database wpdb;
mysql> grant all on wpdb.* to wpuser@localhost identified by 'wppass';
mysql> flush privileges;
mysql> quit

6. ÷™§Æ¶œ

1.�Applications�-�Internet�-�Firefox�

2. http://localhost/̃mamoru/wordpress/ òÛÙı§

3.��ÓÔ÷œé̶˛Öƒ�

4.EFEFGH

5.ijªº

á�¶Õh¶§Ë: wpdb

á ∂¶∑Ë: wpuser

á ∏§π¶∫: wppass

á�¶Õh¶§É3§ÆË: localhost

áS¶˜œkQl: wp_
6. ’÷ÆÉÕ÷Æœï¢ø‡�ò�

7.�̶12

á�Applications�-�Internet�-�Firefox�

á http://localhost/̃mamoru/wordpress/ òÛÙı§‹]…‘mçãnoï’÷ÆŸ◊ÿõ
……Ook

http://ja.wordpress.org/
http://ja.wordpress.org/wordpress-3.3-ja.zip
http://localhost/~mamoru/wordpress/
http://localhost/~mamoru/wordpress/


�ë√ç
done
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